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ABSTRACT

1

As frequent users of social networking applications, middle and
high school students are well-suited for curricular interventions
that leverage these technologies. Allowing students to see “behind
the curtain” of these applications provides them with a unique
opportunity to better understand the discipline of computer science upon which these technologies are built and influences their
perceptions of computer security and privacy. We present a novel
social networking simulation that allows students to create a social
network account, including profile data and images, and to manage privacy settings and friend connections. The platform, named
Fakesbook, presents students with a visualization of the social network as a graph, enabling them to observe the spread of profile data
(theirs and others’) depending on friend connections and choices of
privacy settings. We additionally present our lab curriculum which
uses Fakesbook to enable active learning and adversarial thinking
to engage students and build agency with regard to privacy and
computing concepts. We deployed and, over several years, evaluated our platform and curriculum with hundreds of students from
a diverse set of backgrounds at educational events designed to introduce these populations to computer science, cybersecurity, and
privacy. Survey results indicate that students gained or deepened
their understanding of online privacy and security and that 86%
of participants found that Fakesbook helped them “think about
privacy and computer security.”

Social networking has become ubiquitous for people of many backgrounds and ages, including a large percentage of minors and young
adults. Facebook alone has self-reported over two billion monthly
active users [3], and recent literature estimates around 75% of all
children ages 12-17 interact with some form of social networking
regularly [7, 14]. Concerningly, teenagers with fully public profiles
are more likely to experience online cruelty or harassment [7].
Our work stems from the notion that by fostering understanding
of online privacy and risk management we can encourage students
to adopt safer privacy practices. Additionally, as computer science
educators, we aim to build a platform that allows students to see
“behind the curtain” to enable deeper understanding of social networking applications. We do this in two ways. First, we provide
a platform that visualizes a graph with all users, within a small
classroom setting, as nodes, and “friend” relationships as edges.
Using the graph visualization, we enable students to see how privacy settings and social connections translate into their data being
accessible to a wider and wider group of people. Second, we create
a lab experience that highlights the power of programming and
contextually introduces computer science as a discipline. Specifically, we want students to understand that data privacy and access
control can be controlled programmatically, and thus we include an
introductory encryption exercise using the Python programming
language. This exercise provides a context-based (privacy and security) introduction to basic programming concepts (variables, loops,
arrays and arithmetic operators).
We present the development of our social networking application, Fakesbook, our curriculum, and evaluation through instructional use of the platform over multiple years and with hundreds of
students. Fakesbook was used in one-time lab experiences of up to
two hours with diverse groups of 20-25 secondary school students
of various ages. For each lab experience, we ran Fakesbook on a
local network to avoid sharing student information on a public system, while providing students freedom to explore the consequences
of various privacy settings. These lab experiences, guided by our
curriculum of exercises on the Fakesbook platform and introductory
encryption programming lessons, allow secondary school students
to gain insight into social networking. Post-lab surveys indicate
that the activities and platform were successful in enhancing students’ understanding and value of privacy and computer security.
Our platform is made available via GitHub for interested educators
at https://github.com/Fakesbook/Fakesbook.
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INTRODUCTION

RELATED WORK

Content posted on social networking sites can have real consequences, evidenced by many who report regretting posts they have

